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Digital Technology Use Policy

Covers

The taking, sharing, storage and destruction of images procedure
The permission of images procedure

N
N

— The CCTV Usage procedure
— The Devices Usage procedure
N

Education of Digital Technology Procedure

Intention

Nurturing Family Day Care Scheme acknowledges that the privacy and safety of all children, families,
educators, volunteers and coordination team is of the highest priority, and we will work together to create and
maintain a child safe culture. The approved provider strives to protect individual's safety by ensuring that the
digital images taken of children are appropriate, used according to permissions granted by parents and
guardians, are secured within password protected digital mediums and only stored in service accessible
platforms for transparency. We understand that technology and the use of digital devices occurs as a part of a
child’s daily routine and have outlined how this can occur to ensure children are not exposed to inappropriate
images or have images shared with them which have the potential to be harmful. We foster an environment
where all children’s voices and rights are heard, believed, and actively shape outcomes that affect them and are
strengthened when families and communities (including Aboriginal and Torres Strait Islander peoples) are
informed, engaged and are active partners in promoting safe environments (both culturally, physically, and
online).

Overview

This policy, and all policies and procedures that are associated with the Digital Technology Use Policy, are
implemented at all registered residences and venues by educators, staff and visitors who are allied with the
scheme. Equity is reflected in every policy, decision and action, ensuring that all children have fair access to a
safe, nurturing environment and healthy future and that no child is disadvantaged due to their culture,
disability, gender or any other aspect of their identity or context.

This comprises of -
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¢ What images can be taken and by whom (images refer to both photos and videos, with or without
picture or sound) and how these images will be shared, securely stored and destroyed safely.

e How parents and guardians' control which permissions are granted to different types of images and
where they can be shared.

e The use of CCTV in registered residence or approved venue settings.

e  When and how devices (including personal, business or scheme provided phones, tablets, digital
cameras, image capturing toys, laptops, desktop computers, wearable devices, etc) can be used, and
the restrictions around family, visitors, and children’s devices in registered residences or approved
venues.

e The education of online safety for children.

The approved provider will ensure -

e The legal and ethical obligations of the 10 National Principles of the Child Safe Standards and the
Universal Principle (QLD) are embedded into practice to ensure the safety and wellbeing of children
continues to be the priority of all associated with Nurturing Family Day Care Scheme.

e All educators are trained during induction and throughout their time with Nurturing Family Day Care
Scheme about the safe use of devices, taking appropriate images, sharing images, and
storing/destroying images.

e When educators are intentionally teaching the safe use of digital technology, it is within the approved
learning frameworks, which guides educators on how to create and maintain a child safe culture when
children and their image is online.

e Physical and online environments are ones that promote and support child safety by reducing the risk
of harm through proactive education and care practices.

e We use culturally appropriate images and content warnings where needed (such as images containing
deceased individuals) to uphold online cultural safety environments with consultation with families,
Aboriginal and Torres Strait Islander personnel, Elders and local community knowledge holders.

If an individual has questions about why they are being asked for certain information or would like to discuss
concerns about how images are collected, shared, and stored, Nurturing Family Day Care Scheme asks that
they be contacted so this issue can be resolved personally. If at any time an individual has concerns that
images are not being held to the strictest of standards as outlined in this policy then they are encouraged to
discuss matters with the approved provider immediately, lodge a complaint under the Complaints Policy or
with the Regulatory Authority.

Taking, Sharing, Storing and Destroying of Images Procedure

Images are taken by the approved provider and the educators associated with a registered residence or
approved venue to depict that the highest quality of education and care is delivered to every child and as a
form of communication with invested parties. These images are treated with the utmost respect and secured
confidentially to guarantee that it is only shared when direct permission is granted. The approved provider
understands that all images taken, shared and stored are under their responsibility and will work with all
parties to ensure that they are able to review all images to uphold child safety. If at any time an individual no
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longer allows their child’s image to be shared, then they are in their right to revoke prior permission and from that
day forth their image will no longer be taken, shared, or stored.

Appropriate images are taken and shared to show —

Children are settled in their education and care setting
Children are engaged in routines and activities throughout their day
Children have experienced an injury or illness, and the image provides information to their family.

Inappropriate images are never taken or shared which show -

Children not appropriately dressed, for example, in their underwear (water play, etc.), in a state of
undress (on toilets, etc.), completely undressed or with their genitalia exposed (nappy rash
documentation, etc).

Children in a position that could be perceived as sexualised in nature.

Children are in distress or anxious/experiencing or demonstrating distress or dysregulation.
Children in an appropriate image but shared without family’s consent or on platforms beyond the
educational purpose and stored without safeguards.

To the best of their ability Nurturing Family Day Care Scheme and all associated personnel will ensure that-

A child’s verbal consent is requested, and if they indicate no, this is respected.

An explanation of what the image will be used for and why, will be explained to the children involved,
in an age and developmentally appropriate manner.

Only appropriate images are taken.

A child’s image is only taken and shared if parents/guardians have indicated approval on the image
permission form.

A child’s image permission can be revoked by parents/guardians by emailing the approved providers at
nurturingfdcs@gmail.com

Once an image is taken, it is shared (with respect to previous image permission form) with the
approved provider through messenger, email, programming app or on OneDrive for review.

Images can not be taken on devices that are not accessible to the approved providers, such as on
parent/guardian’s devices, visitor's devices or children’s devices.

Images can not be taken by educators who are not listed on the Image Permission Form (including
visiting educators on playgroup, relief or assistant educators not listed on the Image Permission Form,
or educators socialising with other educator’s enrolled children on excursion).

If a social media or programming app or online service is used, the online platform access is to be
password protected and regularly updated to ensure the stored images are kept safe.

If a social media or programming app or online service is used, individuals who are no longer
associated with the Nurturing Family Day Care Scheme (families/relief educators no longer at a
registered residence) have their accessibility removed.

Educators at a registered residence or approved venue are made aware and act quickly if for any reason
a child's identity must be protected such as a change in family’s circumstances (family violence, child
protection, police enforcement requirements, etc.)
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If an image is required to be stored separately (outside of a permission granted platform), it is only
stored in an educator’'s OneDrive folder, except for images that are of a relative who is attending the
educator’s registered residence or approved venue.

If relatives (not own children) are attending the registered residence or approved venue and their
parents or guardians give written permission, educators may store images of their relatives on their
personal devices.

An educator’s OneDrive folder can only be on a device that is securely protected through a
password/fingerprint/face recognition.

Images are deleted from the devices (phone, tablet, etc.) once they have been shared or stored (with
the above relative exception).

A device's recycle bin is emptied once an image is deleted to ensure it has been destroyed completely.

Permission of Images Procedure

The taking, sharing and storing of a child’s image is taken seriously by the approved provider and the
educators associated with a registered residence or approved venue, and is only done with the documented
permission of the parents or guardians. This permission is respected, as is the right of a parent or guardian to
change the approval status on any items listed on the Image permission form.

To safeguard a child’s image and respect the wishes of the parents or guardians, Nurturing Family Day Care
Scheme, the approved provider, all educators, and any individual associated with the scheme will -

Ensure an Image Permission form is completed on each child (siblings can be recorded on the one
form).

Ensure the Image Permission form lists all educators who are associated with the registered residence
or approved venue, as well as by the Approved Providers, Kylie Bishoff and Louise Back as
photographers.

Read and follow the instructions on the Image Permission form, which will be stored in a family’s
individual folder on OneDrive for future reference.

Provide a new Image Permission form if a parent or guardian emails they require a change in image
permissions.

Ensure that geotags (a piece of electronic data that shows where someone or something is and can, for
example, be attached to a photograph or comment on social media) are disabled on devices that take
images.

Not alter images (cover faces, etc) to remove identifying features as there is software available in the
community which restores or recomposes the data to its original form.

Ensure images are destroyed from storage once they are no longer required for education and care
purposes.



NURPURING

a‘pi// Ja./ cace scheme

The approved provider understands and acknowledges that specific permissions are required for identifying
images (faces/partial faces) and non-identifying images (hands/feet) to be taken and shared. All images are
accessed and reviewed by the Approved Provider to ensure appropriateness —
Images of the child can be taken, shared and stored by educators and the approved provider...
e at the registered residence (displayed on the walls, program or photos, etc)
e inindividual photo albums/portfolio books
e in other child's photo albums/portfolio books (group photos/videos)
e in the child's observations/programming documentation
e in other children's observations/programming documentation (group photos/videos)
e to the child's parents and approved provider by text or email
e to other parents by text or email (group photos/videos)
e to the child’s parents and approved provider by messaging services (WeChat/Whatsapp/FB messenger)
e to other parents by messaging services (WeChat/Whatsapp/FB messenger) (group photos/videos)
e to online program apps (kinderloop, storypark, Educa) where only immediate chosen family/friends and
approved provider can see
e to online program apps (kinderloop, storypark, Educa) where other families/friends attending can see.
e to online closed/private social media (Facebook/Instagram) where the educator knows the relationship
to the child (family/extended family/friends/other educators/approved provider) can see.
e to online, public social media (Facebook/Instagram).

*Images of the child will be stored while the service is operating on the Nurturing Family Day Care Scheme'’s
OneDrive, which is only accessible by the Approved Providers and the educators attached to each specific
Family Day Care Scheme registered residence (educators, relief educators and assistant educators of that
address).

*All images are shared to Approved providers for review as they are legally responsible for each image and to
ensure its appropriateness.

*Parents refer to those listed as mother or father on Fully Booked (unless a court order has been provided
prohibiting parental rights).

CCTV Usage Procedure

Nurturing Family Day Care Scheme understands that CCTV may be used at certain registered residences or
approved venue to assist in monitoring the environment, and that many devices have the ability to store
images that they capture. Registered residences or approved venues that utilise CCTV devices (including baby
monitors, ring cameras, etc.) which captures images of a child, will have parents complete a CCTV
acknowledgement within the Image Permission form.

To safeguard a child’s image and respect the wishes of the parents or guardians, Nurturing Family Day Care
Scheme, the approved provider, all educators, and any individual associated with the scheme will -
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e Ensure a CCTV acknowledgement within the Image Permission form is completed on each child
(siblings can be recorded on the one form) where a CCTV device is utilised to capture their image
within the registered residence area (as indicated on the map positioned at each entry point).

e Ensure all the CCTV devices that can capture and/or store images in a registered residence highlighted
area are listed.

e Ensure they are stored in a family's individual folder on OneDrive for future reference.

e Ensure images will be destroyed once they are no longer required for education and care purposes.

The approved provider understands and acknowledges that there are specific elements related to using a
CCTV device and will include information on -
e Where images of the child are viewed through a CCTV device that is within a highlighted registered
residence area.
e When images of the child are recorded through a CCTV device that is within a highlighted registered
residence area.
e When images of the child are stored once captured through a CCTV device that is within a highlighted
registered residence area.

*All images recorded or stored are to be accessible to Approved providers for review as they are legally
responsible for each image and to ensure its appropriateness.

Devices Usage Procedure

Nurturing Family Day Care Scheme understands that family day care is a unique setting within the education and
care industry and faces different, but no less, important challenges when using devices (including personal,
business or scheme provided phones, tablets, digital cameras, image capturing toys, laptops, desktop
computers, wearable devices, etc). The process of taking, sharing, storing and destroying a child’s image is never
taken lightly, and we work strictly under the National Law and Regulations and Child Safe Standards and Unique
Principles when doing so. Devices covered in this procedure consist of an educator’s personal device, an
educator’s business device, the scheme’s provided device, a parent/visitor's device, a resident’s device, or a child’s
device.

When a device is within the education and care setting (including devices on excursions) it needs to be used in
a child safe manner to ensure that images of children are never taken, shared or stored in an inappropriate
manner by ensuring that -
e When an educator’s personal device is used to take images of a child; it may be searched by the
Approved Provider or authorities to ensure that an educator is following all aspects of this policy.
e When an educator’s personal device is used to take an image of a child and shares it (according to this
policy), the image is then deleted from the device and the recycle bin emptied.
e When an educator’s personal device is used, in no circumstance is a child’s image taken for any other
reasons than for appropriate education and care purposes.
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e When an educator’s personal device is used, its software is up to date (current security software
installed), it is not shared with other individuals during education and care work hours and has
password protection (regularly updated) to prevent images from being inappropriately shared.

e When an educator’s business device (a device that is only used and/or contains applications related to
the family day care business) is used to take images of a child; it may be searched by the Approved
Provider or authorities to ensure that an educator is following all aspects of this policy.

e When an educator’s business device is used to take an image of a child and shares it (according to this
policy), the image is then deleted from the device and the recycle bin emptied.

e When an educator’s business device is used, in no circumstance is a child’s image taken for any other
reasons than for appropriate education and care purposes.

e When an educator’s business device is used, its software is up to date (current security software
installed), it is not shared with other individuals during education and care work hours and has
password protection (regularly updated) to prevent images from being inappropriately shared.

e When an educator’s scheme provided device (a device provided by the scheme that is only used and/or
contains applications related to the family day care business under the Nurturing FDCS profile) is used
to take images of a child; it may be searched by the Approved Provider or authorities to ensure that an
educator is following all aspects of this policy.

e When an educator’s scheme provided device is used to take an image of a child and shares it
(according to this policy), the image is then deleted from the device and the recycle bin emptied.

e When an educator’s scheme provided device is used, in no circumstance is a child’s image taken for any
other reasons than for appropriate education and care purposes.

e When an educator’s scheme provided device is used, its software is up to date (current security
software installed), it is not shared with other individuals during education and care work hours and has
password protection (regularly updated) to prevent images from being inappropriately shared.

At no time while education and care is being provided at a registered residence or approved venue can a
parent or guardian, family member, visitor (including a visiting educator), a resident, or an enrolled child take
an image of a child (even their own child) unless that image can be reviewed by the approved provider to
ensure that the image is appropriate and meets the requirements set out within this policy.

Education of Digital Technology Procedure

Nurturing Family Day Care Scheme and associated individuals, understand that digital technology offers benefits
within the education and care routine, but are aware that a child’s safety and wellbeing (including while online) is
paramount. Digital Technology includes, but is not limited to, using TV, devices, apps, social media platforms,
streaming services, search engines, online toys and Al platforms, and is only used in a registered residence or
approved venue for educational purposes.

When digital technology is incorporated into the education and care setting, it will only be done when -
e Active supervision and monitoring (educator can clearly view images and sounds) of the technology
used, always occurs.
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¢ Information on the type of technology used in the registered residence is shared (and in culturally
appropriate ways) with families and approved providers to ensure transparency.

e The information shared on Al platforms is limited to non-identifiable information (no full names, date
of births, or images) and is removed from the platform once the document has been created.

e The content of apps, websites, Al platforms and games used by enrolled children are researched prior
to use to ensure they are child safe and appropriate, and this is discussed with all individuals involved.

e Children are taught basic digital safety messages in an age and developmentally appropriate way to
scaffold agency in this area, for example following the Be an eSafe kid framework.

e Educators are aware and alert for signs of a child’s inappropriate exposure to digital images/content
online, (such as changes in behaviour, language used regarding technology, secrecy surrounding their
digital knowledge), experiencing cyber bullying (increase in anxiety, withdrawing behaviours), and/or
grooming (including manipulative behaviours).

e Educators model respectful and safe digital usage themselves, asking for consent, not oversharing
personal information online in front of enrolled children, openly talking with families about online
safety and that not everything is as it appears online, and remaining up to date with technology
changes.

e Allindividuals associated with Nurturing Family Day Care Scheme understand their reporting
responsibilities and policies/procedures to protect children from harm and risk of harm as a child safe
organisation.

e Allindividuals associated with Nurturing Family Day Care Scheme respectfully respond in a calm,
supportive and non-judgmental way to children who disclose or report concerns, reassuring children
that we believe them and acknowledge their bravery in communicating with an adult.

Sources

Education and Care Services National Law and Regulations 2011 (Updated October 2023)
e Section 3, Objectives and guiding principles.
e Section 167, Offence relating to protection of children from harm and hazards
e Section 175, Offence relating to requirement to keep enrolment and other documents.
e Section 269, Register of family day care educators.
e Reg 75, Information about educational program to be kept available.
e Reg 76 Information about educational program to be given to parents.
» Reg 84, Awareness of child protection law.
e Reg 86, Notification to parents of incident, injury, trauma and illness.
e Reg 87, Incident, injury, trauma and illness record.
e Reg 90, Medical record.
e Reg 99, Children leaving the education and care service premises.
e Reg 102, Authorisation for excursions.
o Reg 153, Register of family day care educators.
o Reg 154, Record of staff, family day care co-ordinators and family day care assistants.
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e Reg 157, Access for parents.

o Reg 158, Children’s attendance record to be kept by approved provider.

e Reg 159, Children’s attendance record to be kept by approved provider.

e Reg 168, Education and Care services must have policies and procedures.

e Reg 160, Child enrolment records to be kept by approved provider and family day care educator.
e Reg 161, Authorisations to be kept in enrolment record.

e Reg 177, Prescribed enrolment and other documents to be kept by approved provider.

e Reg 178, Prescribed enrolment and other documents to be kept by family day care educator.
e Reg 179, Family day care educator to provide documents on leaving the service.

e Reg 181, Confidentiality of records kept by approved provider.

e Reg 182, Confidentiality of records kept by family day care educator.

e Reg 183, Storage of records and other documents.

» Reg 184, Storage of records after service approval transferred.

National Quality Standard (Update February 2018)
e 1.1, The educational program enhances each child’s learning and development.
e 2.2, Each child is protected.
o 22.2, Plans to effectively manage incidents and emergencies are developed in consultation with
relevant authorities, practised and implemented.
e 2.2.3, Management, educators and staff are aware of their roles and responsibilities to identify and
respond to every child at risk of abuse or neglect.
e 4.1, Staffing arrangements enhance children's learning and development.
e 6.1, Respectful relationships with families are developed and maintained and families are supported in
their parenting role.
e 6.2, Collaborative partnerships enhance children’s inclusion, learning and wellbeing.
e 7.1, Governance supports the operation of a quality service.
e 7.1.2, Systems are in place to manage risk and enable the effective management and operation of a
quality service.

Early Years Learning Framework

Early Childhood Australia’s Code of Ethics

My Health Records Act 2012

Information Privacy Act 2009

Privacy Act 1988

Privacy Amendment (Enhancing Privacy Protection) Act 2012 (Cth).

Review

The policy will be reviewed at least annually, and the process of reflection is recognised as a journey and will
be conducted by seeking consolation with leaders and organisations without adding to the burden of our first
nation’s peoples to ensure resources are where they are needed most within all communities.

We will seek feedback from different parties including, but not limited to (in no particular order):
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. Approved Providers

. Regulatory Authorities

. Employees

. Educators

. Volunteers

. Families

. Carers

. Children

. Interested Parties

. Visitors

. Aboriginal and Torres Strait Islander stakeholders
. Community consultations

Created: July 2025

Continuous improvement is a dynamic process where constant reflection on what is working and where
challenges or gaps exist is prioritised and the next review will occur in (or sooner if needed)

Next review: September 2025
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